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[Name of The Document] Specification 

[Title of The Invention] 

Data Monitoring Method and Data Monitoring Apparatus 

5 

[Claims] 

1. A data-monitoring method comprising: 
target data for which an image can be formed; 

copy-inhibition information comprising data for which copying is 
10 prohibited; 

a data-monitoring means of monitoring the image created from said 
target data based on said copy-inhibition information; and 

a copying means of creating a copy of said target data; and wherein 
stops or does not perform the copying operation when said created 
15 image is considered to be said copy-inhibition information. 

2. The data-monitoring method of claim 1 further comprising: 

an update means of updating the copy-inhibition information of data 
for which copying is prohibited; and wherein 
20 can change the copy-inhibition data. 

3. The data-monitoring method of claim 2 further comprising: 

an acquiring means of acquiring update information having 
management information for change authorization; and wherein 
25 can change the copy-inhibition information according to the contents 

of the update information. 
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4. The data-monitoring method of claim 3 wherein said update 
information is provided using memory media. 

5. The data-monitoring method of claim 3 wherein said update 
5 information is provided using a medium for providing information that can 

be checked and verified. 

6. The data-monitoring method of claim 5 wherein said update 
information is provided over a network. 

7. The data-monitoring method of claim 2 further comprising: 
an automatic-information-acquisition means that searches the 

copy-inhibition information at a specified time as another information 
source; and 

a log-saving means of saving a log of the update information; and 
wherein 

when the information from the other information source differs from 
the saved copy-inhibition information, the method updates the 
copy-inhibition information. 

8. The data-monitoring method of claim 1 wherein: 
said first data-monitoring method further comprises 
a cancellation means of stopping the function of said data-monitoring 

means; and 

is capable of canceling the function of stopping the copying operation 
after the verification check. 
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9. A data-monitoring method comprising- 
an input means of inputting an image; 

a data-monitoring means of monitoring said image; and 

a search means of searching for and acquiring copy-inhibition 

information from another information source; and wherein 

it stops or does not perform input of said image when said image is 

found to be said copy-inhibition information. 

10. The data-monitoring method of claim 7 wherein said 
data-monitoring method searches and acquires copy-inhibition information 
that is stored in a specified apparatus on a network. 

11. A data-monitoring apparatus comprising: 
target data for which an image can be formed; 

copy-inhibition information comprising data for which copying is 
prohibited; 

a data-monitoring means of monitoring the image created from said 
target data based on said copy-inhibition information; and 

a copying means of creating a copy of said target data; and wherein 
is such that it stops or does not perform the copying operation when 
said created image is considered to be said copy-inhibition information. 

12. The data-monitoring apparatus of claim 11 further comprising: 
an update means of updating the copy-inhibition information of data 

for which copying is prohibited; and wherein 

is such that it can change the copy-inhibition data. 
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13. The data-monitoring apparatus of claim 12 further comprising: 
an acquiring means of acquiring update information having 

management information for change authorization; and wherein 

is such that it is capable of changing the copy-inhibition information 
5 according to the contents of the update information. 

14. The data-monitoring apparatus of claim 13 wherein said update 
information is provided using memory media. 

10 15. The data-monitoring apparatus of claim 13 wherein said update 

information is provided using a medium for providing information that can 
be checked and verified. 

16. The data-monitoring apparatus of claim 15 wherein said update 
15 information is provided over a network. 

17. The data-monitoring apparatus of claim 12 further comprising: 
an automatic-information-acquisition means that searches the 

copy-inhibition information at a specified time as another information 
20 source! and 

a log-saving means of saving a log of the update information; and 
wherein 

when the information from the other information source differs from 
the saved copy-inhibition information, the apparatus updates the 
25 copy-inhibition information. 

18. The data-monitoring apparatus of claim 11 wherein: 
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said first data-monitoring apparatus further comprises 
a cancellation means of stopping the function of said data-monitoring 
means; and 

is capable of canceling the function of stopping the copying operation 
5 after the verification check. 

19. A data-monitoring apparatus comprising: 

an input means of inputting an image; 

a data-monitoring means of monitoring said image; and 
10 a search means of searching for and acquiring copy-inhibition 

information from another information source; and wherein 

it stops or does not perform input of said image when said image is 
found to be said copy-inhibition information. 

15 20. The data-monitoring apparatus of claim 17 wherein said 

data-monitoring apparatus searches and acquires copy-inhibition 
information that is stored in a specified apparatus on a network. 

[Detailed Description of the Invention] 
20 [Field of the Invention] 
[0001] 

This invention relates to a data-monitoring method and 
data-monitoring apparatus that prevents illegal copying of confidential 
documents, confidential data, or copyrighted materials such as 
25 confidential data, documents, videos, printed material, paper money, 
stocks and bonds and all kinds of cash certificates for which copying is 
prohibited. 
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[0002] 

[Description of the Related Art] 

In recent years, with the advancement of networking and digitization, 
5 personal devices are being connected to networks in order to more easily 
obtain and print electronic data. However, as a result of DTP technology 
that is being developed with the objective of creating images that are true 
to the original document, it is possible to obtain more accurate copied 
materials. This is creating an environment in which is easy to obtain 
10 electronic data and to perform more accurate copying. 

[0003] 

On the other hand, when documents that are to be handled 
confidentially are copied, problems occur such as in secrecy leaks. 
15 Moreover, if it were possible to easily obtain copies that cannot be 
distinguished from the original document, there is a possibility that there 
would be more illegal use of copyrighted materials, and that copies would 
be used for counterfeiting of paper money and stocks and bonds, making 
damage large. 

20 

[0004] 

Conventionally, color copiers have been equipped with an 
anti-counterfeiting function to prevent counterfeiting paper money or the 
like. Fig. 13 is a block diagram of this kind of conventional color copier. 
25 In Fig. 13, counterfeiting is prevented by a specific-image-judgment circuit 
120 that uses features of an image to determine whether the image signal 
that is read from the scanner 110 is an image signal for paper money or a 
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stock or bond for which copying is prohibited, and then activates a 
copy-protection function that reproduces the image after performing a 
conversion process such as image compression or reflected image inversion, 
and performs a process to make it possible to easily recognize that the 
5 copied material is a copy before outputting the copy to the printer 130 (for 
example, the image processing apparatus disclosed in Japanese patent No. 
Hl-316783). 

[0005] 

10 [Problems to Be Solved By the Invention] 

One remarkable recent trend is not only the spread of paper copies, 
but also the spread of digitized documents. There is a problem, in that 
with the use of a personal computer, it is easy to obtain confidential 
electronic documents and copyrighted data over a network, and to perform 

15 a large quantity of illegal copying using a high-speed printer. 

[0006] 

However, this prior technology judges the image of the document read 
by the scanner, but does not deal with the problem related to electronic 
20 data that are read from the scanner. 

[0007] 

The object of this invention is to solve the aforementioned problem by 
providing a data monitoring method that avoids and quickly prevents 
25 illegal copying of copying-prohibited electronic data. 

[Means for Solving the Problems] 
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[0008] 

In order to save the problem described above, a first data-monitoring 
method of the present invention, comprises* target data for which an image 
can be formed; copy-inhibition information comprising data for which 
5 copying is prohibited; a data-monitoring means of monitoring the image 
created from the target data based on the copy-inhibition information; and 
a copying means of creating a copy of the target data; and is such that it 
stops or does not perform the copying operation when the created image is 
considered to be copy-inhibition information. 

10 

[0009] 

A second data-monitoring method of this invention further comprises^ 
an update means of updating the copy-inhibition information of data for 
which copying is prohibited, and is such that it can change the 
15 copy-inhibition data. 

[0010] 

A third data-monitoring method of this invention is the second 
data-monitoring method that further comprises an acquiring means of 
20 acquiring update information having management information for change 
authorization; and is such that it is capable of changing the copy-inhibition 
information according to the contents of the update information. 

[0011] 

25 The third data-monitoring method of this invention is such that the 

update information is provided using memory media. 
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[0012] 

Also, the third data-monitoring method of this invention is such that 
the update information is provided using a medium for providing 
information that can be checked and verified. 

5 

[0013] 

Moreover, the third data-monitoring method of this invention is such 
that the update information is provided over a network. 

10 [0014] 

Also, a fourth data-monitoring method of the invention in which the 
second data-monitoring method further comprises: an 
automatic-information-acquisition means that searches the 
copy-inhibition information at a specified time as another information 
15 source; and a log-saving means of saving a log of the update information; 
and when the information from the other information source differs from 
the saved copy-inhibition information, it updates the copy-inhibition 
information. 

20 [0015] 

A fifth data-monitoring method of the invention in which the first 
data-monitoring method further comprises a cancellation means of 
stopping the function of the data-monitoring means; and is capable of 
canceling the function of stopping the copying operation after the 
25 verification check. 

[0016] 
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Moreover, a sixth data-monitoring method of the invention 
comprising: an input means of inputting an image; a data-monitoring 
means of monitoring that image; and a search means of searching for and 
acquiring copy-inhibition information from another information source; 
5 and is such that it stops or doe not perform input of the image when the 
image is found to be the copy-inhibition information. 

[0017] 

Also, in the fourth data-monitoring method of the invention, the 
10 data-monitoring method searches and acquires copy-inhibition information 
that is stored in a specified apparatus on a network. 

[0018] 

[Description of the Preferred Embodiments] 
15 The preferred embodiments of the invention will be explained with 

reference to the drawings. 

[0019] 

(First Embodiment) 

20 First, Fig. 1, Fig. 2, Fig. 3 and Fig. 4 will be used to explain a first 

embodiment of the invention, which is an example of a copying apparatus 
that prohibits illegal copying by a personal computer. Fig. 2 shows the 
operating environment of the personal computer. The personal computer 
1 (hereafter referred to as PC l) is installed with application software, and 

25 when configured with a simple printing system, it performs editing, 
processing and image processing (color processing). A scanner 3 is used 
for inputting images to the PC 1. A printer 2 creates a printed image 
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according to printing data from the PC 1 on normal paper or OHP paper. 
By connecting the PC 1 to a network 100, it is possible to obtain images 
from a network scanner 5 (hereafter referred to as NS 5) over the network 
100, and to transfer printing data to a network printer 4 (hereafter 
5 referred to as NP 4) to print the data. 

[0020] 

A DTP system can also constructed with a PCI that performs color 
processing and other processing, and a printer 2 that performs printing. 
10 Furthermore, a scanner 3 for reading images can is connected. 

[0021] 

Next, Fig, 1 will be used to explain the operation when the PC 1 
prints specific printing data. 

15 

[0022] 

Fig. 1 is a block diagram of a personal computer 1. The PC 1 
specifies printing after the application software installed in the PC 1 sets 
the printing image, and creates printing data 11. The PC 1 also transfers 
20 the printing data 11 to the printer driver 12. The printer driver 12 is 
pre-installed in the PC 1 as a control program for transferring data to the 
printer 2. The printer driver 12 transfers the printing data 11 that are 
specified for printing by the application software to the printer 2. 

25 [0023] 

A printing-information-analyzing circuit 15, used as the 
data-monitoring means, constantly monitors the printing data 11 that are 
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transferred to the printer 2, and creates a final image in the confirmation 
memory 16 using the target data, or in other words, character-string 
information that is given using page notation language, image-pattern 
information, code information, and encryption information that is 
5 embedded using electronic-watermarking technology, and compares and 
analyzes it with copy-inhibition information 14. In the case that the 
printing information for the printing data 11 is determined to have been 
pre-registered in the printing-prohibited information 14, the 
printing-information-analyzing circuit 15 outputs a stop instruction 151 to 

10 the printer driver 12 to stop transferring printing data. The printer 
driver 12 stops transferring printing data according to the stop instruction 
151. In this way, it is possible to prevent illegal printing on the PC 1 level. 
The contents of the copy-inhibition information 14 can be constantly 
updated according to contents for which printing is to be prohibited. In 

15 this way, it is possible to keep the contents quickly updated such that they 
correspond with the daily changing secrecy management level, confidential 
information, and anti-counterfeiting technology and encryption technology 
whose development is always progressing. 

[0024] 

This update method will be explained. When an IC card 200 is 
inserted, an information-update circuit 13, which functions as the update 
means and acquisition means, verifies the IC card 200, and only when it is 
determined that there is authorization to perform an update, will the 
update data saved on the IC card 200 be obtained. Next, the 
information-update circuit 13 updates the contents of the copy-inhibition 
information 14 based on the obtained update data. It is also possible to 
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obtain the update data via a network 100. By having this update function, 
it is possible to easily update the printing-prohibited information, and to 
daily update the contents with the most recent information. Since it is 
not necessary to replace the internal memory of the apparatus, updating 
5 can be performed quickly and it is possible to prevent the spread of illegal 
copying from increasing. 

[0025] 

Also, by performing a verification check, it is possible to prevent 
10 someone from changing the information and performing illegal printing. 
Moreover, it is possible to have management levels, and to manage 
confidential information on various levels. 

[0026] 

15 Next, Fig. 3 will be used to explain the information contained in the 

copy-inhibition information 14. Fig. 3 shows the information contained in 
the copy-inhibition information 14. 

[0027] 

20 Information that is capable of specifying a document such as 

character information 141 for the document data, image-pattern 
information 142, code information, and encryption information 144 that is 
embedded in the image using electronic watermarking technology is saved 
as copy-inhibition information. 

25 

[0028] 

The title of the document and special character strings used in the 
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document (for example, major keywords used in a confidential document) 
are saved in the character information 141 for the document data. 
Unique pattern information that is capable of specifying the printing 
information is saved in the image-pattern information 142. When a 
5 document-management code is given to the original document data, 
analysis information for the corresponding code is saved in the code 
information 143. Decoding information for decoding the electronic 
watermark embedded in the photo-image data protected by a copyright, an 
decoding algorithm for decoding the encryption patter that is printed 

10 according to a pre-specified encryption (such as security printing, etc.) 
on the original document that is read by the scanner 3, and code-type 
information are saved in the encryption information. The copy-inhibition 
information 14 can be any information that can specify the printing 
information for all kinds of printed materials such as paper money, stocks 

15 and bonds, money certificates, and the like. 



[0029] 

Next, Fig. 4 will be used to explain the operation of the 
printing-information-analysis circuit 15. Fig. 4 is a block diagram of the 

20 printing-information-analysis circuit 15. The 

printing-information-analysis circuit 15 constantly monitors the printer 
driver 12 and always performs a specified operation when printing starts. 
First, when the operation starts, a drawing engine 154 obtains the drawing 
information of the printing data 11 from the printer driver 12, and 

25 performs the drawing operation according to the drawing information in 
the confirmation memory 16. The contents of the drawn drawing-image 
data 161 are analyzed by various analyzing engines. The title-analyzing 
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engine 155 specifies the title region in the drawing-image data 161 and 
transfers the analysis results of those contents to the collating circuit 159. 
The collating circuit 159 selects character information 141 from the 
copy-inhibition information 14 that can be used as collating information, 
5 and compares it with the analysis results that were transferred by the 
title-analyzing engine 155. When the comparison results show that there 
is matching information, the printing is regarded as printing of an illegal 
copy, and the collating circuit 159 stops the printing operation of the 
printer driver by signal 151. 

10 

[0030] 

Similarly, the document-analyzing engine 156 detects and analyses 
the text region, the image-analyzing engine 157 detects and analyzes the 
photo region, and the code-analyzing engine 158 detects and analyzes the 

15 code region. The analysis results from each engine are transferred to the 
collating circuit 159. The collating circuit 159 selects character 
information 141, image-pattern information 142, code information 143 and 
encryption information 144 from the copy-inhibition information and 
compares that information with the analysis results that are transferred 

20 from each of the analyzing engines. When any of the results shown that 
there are matches, the printing is regarded as printing of an illegal copy, 
and the collating circuit 159 stops the printing operation of the printer 
driver by the signal 151. Also, the code-analyzing engine 158 could be 
such that it requests the necessary decoding algorithm for decoding from 

25 the collating circuit 159 and obtains the latest decoding algorithm. In 
this way, it is possible to always keep current with the latest encryption 
technology. The collating circuit 159 obtains the necessary information 
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from the copy-inhibition information 14 according to requests from the 
analyzing engines and sends that information to the respective analyzing 
engines. 

5 [0031] 

By having a plurality of analyzing engines in this way, it is possible 
to correspond to printed documents having various different document 
characteristics. 

10 [0032] 

With the first embodiment described above, by having a function that 
analyses the printing contents sent from the PC 1 to the printer when 
printing and prevents illegal copying, and thus it is possible to prevent 
illegal printing of in-house confidential documents, and prevent 

15 counterfeiting of paper money and the like. Furthermore, by having a 
method that is capable of easily updating illegal printing information, it is 
possible to quickly correspond to daily changing secrecy management 
levels, confidential information, and the latest progress in the 
development of new anti-counterfeiting technology and encryption 

20 technology. As a result, it is possible to prevent an increase in the spread 
of illegal printing. 

[0033] 

Also, by performing a verification check, it is possible to prevent 
25 someone from changing information and performing illegal printing. 
Moreover, it is possible to have management levels, and to manage 
confidential information on various levels. 



16 



4F 



JP11-049997 Filed on Feb.26, 1999 



[0034] 

Furthermore, in the case of providing the personal computer with a 
function to prevent illegal printing, there is no need for special hardware, 
5 and only software needs to be installed, thus it is possible to reduce costs. 

[0035] 

(Second Embodiment) 

In the first embodiment, the case of a personal computer having a 
10 function to prevent illegal printing was explained, however, here an 
embodiment of a printer having a function to prevent illegal printing will 
be explained. 

[0036] 

15 Fig. 2 and Fig. 5 will be used to explain the operation of the printer 2. 

Fig. 5 is a block diagram of the printer 2. 

[0037] 

The printer 2 receives the printing data from the PC 1 in the 
20 receiving buffer 21 and sends the printing data in order to the 
command-analyzing circuit 22. The command-analyzing circuit 22 
analyzes the language of the received printing data and format of the 
image data. Next, when according the to the analysis results it is 
necessary to draw characters or graphics, the command-analyzing circuit 
25 22 transfers the printing data to the graphics/character-drawing circuit 23. 
The graphics/character-drawing circuit 23 performs a specified drawing 
operation in the image memory 26 via the memory controller 25. 
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Similarly, when according to the analysis results it is necessary to create 
photo data, the command-analyzing circuit 22 transfers the printing data 
to the image-drawing circuit 27. The image-drawing circuit 27 creates 
the specified photo data in the image memory 26 via the memory controller 
5 25. After the desired image data has been created in the image memory 
26, the memory controller 25 transfers the image data to the printer engine 
24. The printer engine 24 then prints the received image data on paper. 

[0038] 

10 The data-monitoring means comprises a 

printing-information-analyzing circuit 28 and copy-inhibition information 
29. The printing-information-analyzing circuit 28 monitors the image 
data that are created in the image memory, and analyzes the contents of 
the image data before the image data are transferred to the printer engine 

15 24. When the contents of the image data match the information stored in 
the copy-inhibition information 29, the printing-information-analyzing 
circuit 28 sends a signal 281 and stops the operation of the printer engine 
24. 

20 [0039] 

Next, the update circuit 30, which functions as the update means, 
will be explained. The contents of the copy-inhibition information 29 can 
be constantly updated to correspond with the contents for which printing is 
to be prohibited. By doing so, it is possible to quickly correspond with the 
25 daily changing secrecy management level, confidential information, and 
constantly progressing development of anti*counterfeiting technology and 
encryption technology. This update method will be explained. When an 
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IC cared 200 is inserted, the update circuit 30 checks and verifies the IC 
card 200. Only after it has been determined that updating is authorized 
will the update circuit obtain the update data that are saved on the IC card 
200. Next, based on the obtained update data, the update circuit 30 
5 updates the contents of the copy-inhibition information 29. Also, the 
update data can be obtained from the PC 1. Update date can be sent 
together with printing data from the PC 1, regularly, irregularly, or when 
printing, and received by the command-analyzing circuit 22 via the 
receiving buffer 21. The command-analyzing circuit 22 judges the update 
10 data by an instruction code that is defined separately from the printing 
data, and sends the update data to the update circuit 30 by a signal 221. 
Based on the update data, the update circuit 30 updates the information 
saved in the copy-inhibition information 29. It is also possible to obtain 
update data from a network 100 via the PC 1. 

15 

[0040] 

With this update function, it is possible to easily update the 
copy-inhibition information, and always keep the contents updated daily 
with the most recent information. Since there is no need to replaces the 

20 internal memory of the apparatus, updating can be performed quickly and 
it is possible to prevent an increase in the spread of illegal printing. Also, 
by performing a verification check, it is possible to prevent someone from 
changing the information and performing illegal printing. Moreover, it is 
also possible to have a management level function and to manage 

25 confidential information on various levels. 

[0041] 
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Next, Fig. 6 will be used to explain the copy-inhibition information 29. 
Fig. 6 is a drawing showing the information that is contained in the 
copy-inhibition information 29. Information that can specify a document, 
such as character information 291 for document data, image-pattern 
5 information 292, code information 293 and encryption information 294 that 
is embedded in an image using electronic watermarking technology, are 
saved as copy-inhibition information 29. 

[0042] 

10 The title of the document and special character strings used in the 

document (for example, major keywords used in a confidential document) 
are saved in the character information 291 for the document data. 
Unique pattern information that is capable of specifying the printing 
information is saved in the image-pattern information 292. When a 

15 document-management code is given to the original document data, 
analysis information for the corresponding code is saved in the code 
information 293. Decoding information for decoding the electronic 
watermark embedded in the photo-image data protected by a copyright, an 
decoding algorithm for decoding the encryption patter that is printed 

20 according to a pre-specified encryption (such as security printing, etc.) 
on the original document that is read by the scanner 3, and code-type 
information are saved in the encryption information. The copy-inhibition 
information 29 can be any information that can specify the printing 
information for all kinds of printed materials such as paper money, stocks 

25 and bonds, money certificates, and the like. 

[0043] 
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By simply adding the necessary information, this copy-inhibition 
information 29 can be made to correspond with all original copies and 
documents. When applying the data-monitoring method of this invention 
to a display system, video image information can be added, and it is 
5 possible to prevent displaying video images that are not desired. The 
display function is defined as a software printing function. Therefore, 
when seen from the user's point of view, this display function is handled 
the same as the printing function when interpreted as being an 
information-acquisition means. 

10 

[0044] 

Next, Fig. 7 will be used to explain the operation of the 
printing-information-analyzing circuit 28. Fig. 7 is a block diagram of the 
printing-information-analyzing circuit 28. The 

15 printing-information-analyzing circuit 28 constantly monitors the image 
data 261 that are created in the image memory and always performs a 
specified operation when image data 261 are created. First, when the 
operation starts, various analyzing engines are used to analyze the 
contents of the image memory 26. The title-analyzing engine 285 

20 specifies the title region in the image data 261 and transfers the analysis 
results of those contents to the collating circuit 289. The collating circuit 
289 selects character information 291 from the copy-inhibition information 
29 that can be used as collating information, and compares it with the 
analysis results that were transferred by the title-analyzing engine 285. 

25 When the comparison results show that there is matching information, the 
printing is regarded as illegal printing, and the collating circuit 289 stops 
the printing operation of the printer engine 24 by signal 281. 
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[0045] 

Similarly, the document-analyzing engine 286 detects and analyses 
the text region, the image-analyzing engine 287 detects and analyzes the 
5 photo region, and the code-analyzing engine 288 detects and analyzes the 
code region. The analysis results from each engine are transferred to the 
collating circuit 289. The collating circuit 289 selects character 
information 291, image-pattern information 292, code information 293 and 
encryption information 294 from the copy-inhibition information and 

10 compares that information with the analysis results that are transferred 
from each of the analyzing engines. When any of the results show that 
there are matches, the printing is regarded as illegal, and the collating 
circuit 289 stops the printing operation of the printer engine 24 by the 
signal 281. Also, the code-analyzing engine 288 could be such that it 

15 requests the necessary decoding algorithm for decoding from the collating 
circuit 289 and obtains the latest decoding algorithm. In this way, it is 
possible to always keep current with the latest encryption technology. 
The collating circuit 289 obtains the necessary information from the 
copy-inhibition information 29 according to requests from the analyzing 

20 engines and sends that information to the respective analyzing engines. 

[0046] 

By having a plurality of analyzing engines in this way, it is possible 
to correspond to printed documents having various different document 
25 characteristics. Also, in the case of video-image data, the still-image 
engine can be applied to each image frame as the target. Moreover, by 
adding a video-analyzing engine (not shown in the figures) that includes 
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motion, it is possible to apply the engine to all kinds of video images. 
[0047] 

With the second embodiment described above, by having a function 
5 that analyses the printing contents when printing inside the printer 2, it is 
possible to prevent illegal printing of in-house confidential documents, and 
prevent counterfeiting of paper money and the like. Furthermore, by 
having a method that is capable of easily updating copy-inhibition 
information, it is possible to quickly correspond to daily changes in secrecy 
10 management levels, confidential information, and the latest progress in 
the development of new anti-counterfeiting technology and encryption 
technology. As a result, it is possible to prevent an increase in the spread 
of illegal copying. 

15 [0048] 

Also, by performing a verification check, it is possible to prevent 
someone from changing information and performing illegal printing. 
Moreover, it is possible to have management levels, and to manage 
confidential information on various levels. 

20 

[0049] 

Furthermore, in the case of providing the printer with a function to 
prevent illegal printing, there is no need for a special drawing engine and 
other hardware, and only printer-controller software needs to be installed, 
25 thus it is possible to reduce costs. 

[0050] 
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(Third Embodiment) 

In the second embodiment, the use of a data-monitoring function in 
the printer for preventing illegal copying was explained, however, in this 
embodiment, the use of a data-monitoring function in a scanner will be 
5 explained. 

[0051] 

Fig. 8 will be used to explain the operation of a network scanner 5. 
Fig. 8 is a block diagram of a network scanner 5. 

10 

[0052] 

The target document (not shown in the figure) is read by an image 
sensor 51 and converted to digital image data by an A/D converter 52. 
Here, an image-processing circuit 53 performs image processing such as 

15 specified MFT conversion and color processing, and then the image data is 
transferred via the network interface 54 (hereafter referred to as network 
I/F 54). Based on information saved in the copy-inhibition information 56, 
the input-information-analyzing circuit 55, which functions at the 
data-monitoring means, determines whether or not printing of the original 

20 document is prohibited. When it is determined that printing of the 
document is prohibited, the input-information-analyzing circuit 55 sends a 
signal 551 and stops the transfer of image data to the network I/F 54. 

[0053] 

25 The copy-inhibition information 56 is the same as the copy-inhibition 

information 14 shown in Fig. 3. Also, the information-update circuit 57 
updates the copy-inhibition information 56. It is also possible to acquire 
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update information from other devices connected to network via the 
network I/F 54. Moreover, it is also possible to acquire update 
information from a removable memory card 500. When the memory card 
500 is inserted, the information-update circuit 57 compares the 
5 information on the memory card 500 with the copy-inhibition information 
56 and determines whether or not to update the copy-inhibition 
information 56. 

[0054] 

10 Also, contents that are the same as the copy-inhibition information 

56 can be obtained over the network by a registration-information-search 
circuit 58. By doing so, there is no need to install memory for storing 
large amounts of information, and thus it is possible to reduce the cost of 
the product. Furthermore, it is also possible for the 

15 input-information-analyzing circuit 55 to automatically specify a specific 
database when reading the document, and obtain collation data that are 
the same as the copy-inhibition information 56. By doing so, there is no 
need for the user to update the information every time, and response is 
. very quick. This automatic update can also be applied to the printer or 

20 personal computer. 

[0055] 

Even in the case of a scanner connected to the PC 1, it is possible to 
use the same data-monitoring function of the invention. 

25 

[0056] 

With the third embodiment described above, the 
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registration-information-search circuit 58 of the network scanner 5 obtains 
contents that are the same as the copy-inhibition information 56 so there is 
no need to install memory for storing large amounts of information. As a 
result, it is possible to reduce the cost of the product. 

5 

[0057] 

Moreover, by having an automatic-update function, the 
input-information-analyzing circuit 55 automatically specifies a specific 
database when reading the document and obtains collating data that are 
10 the same as the copy-inhibition information 56, so there is no need for the 
user to update the information every time. As a result, it is possible to 
always keep current with daily changes in the secrecy management level, 
confidential information and advances in anti-counterfeiting technology 
and encryption technology. 

15 

[0058] 

(Fourth Embodiment) 

In the third embodiment, the use of a data-monitoring function in the 
scanner was explained, however, in this embodiment, having a 
20 data-monitoring function in a network printer will be explained. 

[0059] 

Fig. 9 will be used to explain the operation of a network printer 4. 
Fig. 9 is a block diagram of a network printer 4. 

25 

[0060] 

The network printer 4 receives printing data from an apparatus that 
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is connected to the network. A command-analyzing circuit 42 receives the 
printing data and instruction commands by way of the network interface 
41 (hereafter referred to as the network I/F 41). The command analyzing 
circuit 42 analyzes the language and image-data format of the received 
5 printing data. Next, when according to the analysis results it is 
necessary to perform draw characters or graphic, the command-analyzing 
circuit 42 transfers the printing data to the graphics/character-drawing 
circuit 43. The graphics/character-drawing circuit 43 performs the 
specified drawing operation in the image memory 46 via the memory 

10 controller 45. Similarly, when according to the analysis results it is 
necessary to create photo data, the command-analyzing circuit transfers 
the printing data to the image-drawing circuit 47. The image-drawing 
circuit 47 creates the specified photo data in the image memory 46 via the 
memory controller 45. After the desired image data have been created in 

15 the image memory 46, the memory controller 45 transfers that image data 
to the printer engine 44. The printer engine 44 prints the received image 
data on paper. 

[0061] . . 

20 The data-monitoring function is constructed with the printing- 

information-analyzing circuit 48 and copy-inhibition information 49. The 
printing-information-analyzing circuit 48 monitors the printing data that 
were read by the command-analyzing circuit 42, and analyzes the contents 
of the image data before the printing data are transferred to the printer 

25 engine 44 from the image memory 46. In the case that the contents of the 
image data match the information saved in the copy-inhibition information 
49, the printing-information-analyzing circuit 48 sends the signal 481 and 
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stops the operation of the printer engine 44. Similar to the second 
embodiment, the printing-information-analyzing circuit 48 can also 
monitor and analyze the image memory 46. 

5 [0062] 

Next, the update circuit 31 will be explained. It is possible to 
update the contents of the copy-inhibition information 49 with content that 
are not to be printed. This makes it possible quickly correspond to daily 
changes in the secrecy management level, confidential data, and advances 
10 in counterfeiting technology and encryption technology. Moreover, it is 
also possible for the update circuit 31 to update information saved in the 
copy-inhibition information 49 based on update data obtained over the 
network 100. 

15 [0063] 

With this fourth embodiment, the network printer 4 updates the 
information saved in the copy-inhibition information 49 based on update 
data obtained over the network 100 so it is possible to quickly prevent 
illegal copying. _ . ... 

20 

[0064] 

(Fifth Embodiment) 

In the first thru the fourth embodiments, an apparatus comprising a 
data-monitoring function was explained, however, in this embodiment a 
25 method of quickly distributing copy-inhibition information to an apparatus 
having a data-monitoring function will be explained. 
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[0065] 

Fig. 10 and Fig. 11 will be used to explain the registration function 
for registering the information not to be printed. Fig. 10 is a drawing 
explaining the registration function for apparatuses connected to the 
5 network, and Fig. 11 is a block diagram of a 
copy-inhibition-information-registration apparatus 6. 

[0066] 

In order to prevent illegal copying, it is important to detect the 
10 material to be copied as quickly as possible and determine whether to 
prevent copying. The copy-inhibition-information-registration apparatus 
6 shown in Fig. 10 is an apparatus that distributes the copy-inhibition 
information over the network to the network scanner 5, network printer 4, 
personal computer 1 and No. n network printer 7 that are connected to the 
15 network 100. The function for preventing illegal printing in each 
apparatus obtains update data from the 

copy-inhibition-information-registration apparatus 6 by its respective 
update means, and updates the contents of the copy-inhibition information 
with the latest information. This does not place a burden on the user, and 
20 makes is possible to quickly transmit information for preventing illegal 
printing to each apparatus and to prevent illegal copying before it occurs. 

[0067] 

Next, Fig. 11 will be used to explain the copyinhibition-information- 
25 registration apparatus 6 in detail. Fig. 11 is a block diagram of the 
copy-inhibition-information-registration apparatus 6. 
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[0068] 

In Fig. 11, an information-setting means 66 acquires the 
copy-inhibition information from a recording medium 150. 

5 [0069] 

The recording medium can be a FD (floppy disk), MO, CD-R or any 
kind of medium on the copy-inhibition information can be recorded. Also, 
input from a keyboard, reading an image pattern using a scanner or the 
like can be used as other methods of acquiring information. After new 

10 information is input, the information-setting means 66 updates the 
printing-inhibition-registration information 65. Another method of 
updating the printing-inhibition-registration information 65 is a method 
via a network 61. In this case, a database is specified in advance in the 
registration-information-auto-update means 64 and set to obtain update 

15 data. The update log is saved as update-log information 63. By saving 
the log information, it is possible for the 

registration-information-auto-update means 64 to determine whether or 
not it is necessary to update the printing-inhibition-registration 
information 65 from the log information 63. The update period can be a 

20 specified time interval, or can be instructed from a pre-set database. An 
information-disclosure/distribution means 62 discloses the 
printing-inhibition-registration information 65 in response to a request via 
the network 100. Also, the information-disclosure/distribution means 62 
distributes the printing-inhibition-registration information 65 or update 

25 information to a managed printer, scanner or personal computer. 

[0070] 
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The case of a network printer 3 as the apparatus of the embodiment 
will be explained. In the network printer 4, when the 
copy-inhibition-information- 
registration apparatus 6 distributes the printing-inhibition-registration 
5 information 65, the update circuit 31 acquires the update information and 
rewrites the copy-inhibition information 49. 

[0071] 

Moreover, in the network printer 4 there is a 
10 registration-information- 
search circuit 33, and from an instruction from the printing-information- 
analyzing circuit 48, it is possible to acquire the printing-inhibition- 
registration information 65 directly from the information-disclosure/ 
distribution means 62. 

15 

[0072] 

By doing so, the apparatus does not need a memory for saving the 
copy-inhibition information 49, and thus it is possible to reduce costs. 
Also, by updating the printing-inhibition-registration information 65, the 
20 network printer 4 is also updated and management becomes easier and 
quicker to perform. 

[0073] 

The update record is saved as update-log information 32. By saving 
25 the log information, it is possible for the registration-information-search 
circuit 33 to prevent invalid searches. 
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[0074] 

With the fifth embodiment described above, it is possible to disclose 
and distribute the printing-inhibition-registration information 65 from the 
copy-inhibition-registration apparatus to each of the apparatuses 
5 connected to the network, so management and maintenance of the 
apparatuses becomes easy to perform, and it is easy to make changes in the 
secrecy-management level. 

[0075] 

10 Also, a single change in the information, it is possible to update all of 

the apparatuses managed over the network, so it is possible to quickly 
prevent illegal copying. 

[0076] 

15 (Sixth Embodiment) 

Fig. 12 will be used to explain an embodiment of a method of 
canceling the function for preventing illegal copying, in the case of an 
apparatus having a data-monitoring function. Fig. 12 is a drawing 
explaining a prevention-cancellation-setting circuit 16 as the means for 

20 clearing the function. 

[0077] 

There are times such as maintenance to the apparatus or other 
condition when it is necessary to cancel the function for preventing illegal 
25 printing. A user having the authority to cancel the function inserts an IC 
card into the prevention-cancellation-setting circuit 16 that is capable of 
sending a cancellation instruction. The prevention-cancellation-setting 
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circuit 16 checks and verifies the IC card, and instructs the 
printing-information-analyzing circuit 15 to stop the function. This 
makes it possible to stop the function for preventing illegal copying. 

5 [0078] 

Also, instead of the IC card, a cancellation method of entering a 
password or an encryption key over the network 100 is possible. Any 
method is possible in which the user can specify the authorization to cancel 
the function. In the prevention-cancellation-setting circuit 16 there is a 
10 function for registering the user ID, and it can be set from the network 100. 
This makes it possible to quickly correspond to various management states 
such as changes in organization, movement of the apparatus, changes in 
secrecy level, etc. 

15 [0079] 

With the sixth embodiment described above, the 
prevention-cancellation-setting circuit 16 can be used when performing 
maintenance of the apparatus. Also, the prevention-cancellation-setting 
circuit 16 has a function for registering the user ID, so management can be 
20 performed freely. This makes it possible to quickly correspond to various 
management states such as changes in organization, movement of the 
apparatus, changes in secrecy level, etc. 

[0080] 

25 With the first thru sixth embodiments it is possible to quickly 

prevent illegal copying. 
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[0081] 

The data-monitoring method of this invention can be realized with 
CPU or DSP software. It can also be realized with hardware. 

5 [0082] 

Furthermore, since the invention can corresponds to various kinds of 
data, such as image data, document-text data, encryption data or the like 
on a scanner, printer or personal computer, it is not limited to just printing, 
but can also be applied to a monitor display. 

10 

[0083] 

Of course it is also possible to include it in document-exchange 
software or document-distribution software such as database software, 
distribution-system software or electronic-mail software as the 
15 confidential-document-management software. 

[0084] 

Also, the invention is not limited to still images, but can be applied in 
the same way to video images, making it possible to manage video data. 

20 

[0085] 

[Effect of the Invention] 

As described above, with this invention, it is possible to avoid or 
quickly prevent illegal copying of documents or electronic data for wish 
25 copying is prohibited. 

[Brief Explanation of the Drawings] 
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Fig. 1 is a block diagram of the personal computer 1 of a first 
embodiment of the invention. 

Fig. 2 is a schematic drawing of the operating environment of the 
personal computer of the first embodiment of the invention. 
5 Fig. 3 is a drawing showing the information that is stored in the 

copy-inhibition information of the first embodiment of the invention. 

Fig. 4 is a block diagram of the printing-information-analyzing 
circuit 15 of the first embodiment of the invention. 

Fig. 5 is a block diagram of the printer 2 of a second embodiment of 
10 the invention. 

Fig. 6 is a drawing showing the information that is stored in the 
copy-inhibition information 29 of the second embodiment of the invention. 

Fig. 7 is a block diagram of the printing-information-analyzing 
circuit 28 of the second embodiment of the invention. 
15 Fig. 8 is a block diagram of the network scanner 5 of a third 

embodiment of the invention. 

Fig. 9 is a block diagram of the network printer 4 of a fourth 
embodiment of the invention. 

Fig. 10 is a drawing explaining the registration function for 
20 apparatuses connected to the network in a fifth embodiment of the 
invention. 

Fig. 11 is a block diagram of the 

copy-inhibition-information-registration apparatus 6 of the fifth 
embodiment of the invention. 
25 Fig. 12 is a drawing explaining the prevention-cancellation function 

16 of a sixth embodiment of the invention. 

Fig. 13 is a block diagram of a prior color-copy machine. 
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[Reference Codes] 

1 Personal computer 

2 Printer 
5 3 Scanner 

4 Network printer 

5 Network scanner 

6 Copyinhibition-information-registration apparatus 

7 No. N network printer 
10 11 Printing data 

12 Printer driver 

13 Information-analyzing circuit 

14 Copy-inhibition information 

15 Printing-information-analyzing circuit 
15 16 Confirmation memory 

17 Prevention-cancellation-setting circuit 

21 Receiving buffer 

22 Command-analyzing circuit 

23 Graphics/character-drawing circuit 
20 24 Printer engine 

25 Memory controller 

26 Image memory 

27 Image-drawing circuit 

28 Printing-information-analyzing circuit 
25 29 Copy-inhibition information 

30 Update circuit 

31 Update circuit 
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[Name of the Document] Abstract 

[Summary] 

[Subject] 

This invention relates to a data-monitoring method that is capable of 
avoiding or quickly preventing illegal copying. 
[Solving means] 

When printing data 11 are transferred from the personal computer 1 
to the printer 2 via the printer driver 12, the 
printing-information-analyzing circuit 15 monitors the printing data 11, 
and while checking the image created in the confirmation memory 16, 
compares and analyzes it with the information from the copy-inhibition 
information 14. When the image created from the printing data is 
determined to be registered in advance in the copy-inhibition information 
14, the printing-information-analyzing circuit 15 instructs the printer 
driver to stop transferring printing data to the printer 2. This prevents 
illegal copying before the data are output to the printer 2. 
[Selected Drawing] Fig. 1 
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